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Deployment Scenarios
SteelShield is not tied to any particular deployment scenario and can be integrated in a number of dif-

ferent ways.

Scrubbing center

We act as a scrubbing center - we announce your IP networks at our PoPs, either permanently or tem-

porari ly during an ongoing attack, and forward fi ltered traffic to your origin network via GRE tunnels. This

is recommended for infrequent attacks.

Direct IP interconnect / transit

We act as transit provider for your network(s) and maintain direct IP interconnects with you at our points

of presence. This el iminates the operational complexity and packet overhead associated with GRE tun-

nels. Recommended if you need permanent mitigation.

Bare Metal Hosting

Similar to IP transit, but you buy hosting services from us.

SteelShield is tightly integrated with our bare metal hosting offering and management tools. Refer to

our "Better Bare Metal" whitepaper for more detai ls on our hosting solutions.

Custom Deployment

We deploy SteelShield inside your infrastructure. This is the most flexible option for existing setups.

SteelShield can be deployed both in virtual ized and physical environments.

It can operate in two modes:

Inl ine mode ("bump in the wire")

SteelShield forwards packets without routing them, l ike a switch would. Requires a layer 1 or 2 fai lover

setup l ike a hardware bypass device or a highly avai lable setup with LACP trunking.

BGP offramp setup

In a BGP setup, SteelShield acts as a route injector and peers with your edge or core routers, announcing

either regular or Flowspec routes. You can control announcements through either a gRPC or REST API .

This is our preferred deployment scenario, since it al lows us fine-grained control over traffic redirection,

and an easy way to achieve high avai labi l ity by withdrawing routes in case of fai lures. The exact setup

depends on the router vendor (our reference design uses Juniper MX routers).

We can combine any of these scenarios depending on your requirements. Since we own the SteelShield

software and network stack, we can support complex and custom network topologies.



SteelShield – Performance / Scalabi l ity

THIS DOCUMENT AND THE INFORMATION CONTAINED
THEREIN IS STRICTLY CONFIDENTIAL AND MAY NOT
BE REDISTRIBUTED OR PASSED TO ANY THIRD PARTY.

marbis GmbH
Griesbachstr. 1 0
D-761 85 Karlsruhe
Germany
m.boessendoerfer@marbis.net

marbis / Nitrado USA, Inc.
4600 Kietzke Lane, H-1 88
Reno, Nevada 89502
USA
volker.huber@marbis.net

Our network backbone
Our global network is protected by Link1 1 's award-winning fil-

tering technology, which mitigates large volumetric attacks, whi le

SteelShield takes care of smal ler volumetric/spoofing and appl ic-

ation layer attacks. Since any delay introduced by on-demand mit-

igation would be unacceptable, our traffic is permanently routed

through Link1 1 's network.

Our points of presence for direct IP interconnection:

• One Wilshire Bui lding (Coresite), Los Angeles

• Quadranet, 530 West 6th St. , Los Angeles

• Quadranet, 61 71 W. Century Blvd., Los Angeles

• TelX/DigitalRealty, 36 NE Second Street, Miami

• TelX/DigitalRealty, 60 Hudson Street, New York City

• Telehouse, 7 Teleport Drive, Staten Island, NY

• Telehouse, Kleyerstraße, Frankfurt am Main

• Equinix FRA5, Frankfurt am Main

• Equinix, Singapore (avai lable Q3 201 8)

• Equinix, Sydney (avai lable Q4 201 8)
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Filtering Performance
SteelShield has very high sensitivity and specificity - it causes

minimal false positives, and is very efficient at identifying mal icious

traffic, at a much better ratio than any competing solution.

We successful ly fi lter thousands of individual attacks every month.

While DDoS attacks are a rare occurrence for most networks, we're

seeing attacks 24/7. In June 201 8 alone, we detected and mitigated

more than 1 ,800 individual attacks.

SteelShieldstatistics forJune 2018(afterpre-filteringby ISP).

Clean traffic is atthe top, anddifferentkinds ofmitigatedattacks are atthe bottom. The

small irregularities seen in the clean traffic are causedby large-scale software deployments.
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High-resolution mitigation overview(one-secondinterval). Clean traffic is unaffectedby

the attacks. Like in the previous graphs, one colorrepresents one mitigation strategy.

Mitigation is instant- nota single packetmade itthrough.

A differentview, showingthe largestattacks atthe time. Each colorrepresents one target

host. In this case, an attackerprobedfourdifferenthosts before finallygivingup..
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Histogram ofDDoSattackbandwidths in June 2018, rangingfrom 0 to 140 Gbit/s
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An interesting, "spikey" application-layerattackwhich attempts to exploitmitigation

delays common in othersolutions. Afterrealizingthe attack's futility, the attacker

switchedto another, equally ineffective method.
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Ourtelemetrybackendvisualizingan application-layerattackwhere the attacker

employs differentstrategies andsource portrandomization mechanisms. This is one

ofmanyhighlydetailedanalytics tools which can be usedto analyze attacks even

days aftertheyhappened, with fulldetails andfilteringcapabilities (no aggregation).




